M

Strategic Studies Quarterly

P-ISSN:1735-0272 | E-ISSN:2980-910X

Quarterly.risstudies.org Received 26 July 2024
Revised 09 October 2024

Accepted 25 April 2025

Published online 16 December 2025

A Conceptual Model of Cognitive Warfare in the
Context of Modern Warfare:

A Meta-Synthesis Approach

1.Noorollah Noorani- Faculty member of the Research Institute for Security and De-

velopment Studies, Tehran, Iran.

2.Saeed Madadi- Member of the Remote Sensing and Geographic Information Sys-
tems (GIS) Group, Faculty of Geography, University of Tehran, Tehran, Iran.

Corresponding AuthorEmail Address: s.madadil | @ut.ac.ir

Introduction

Historical analysis indicates that confrontation between opposing forc-
es has been a persistent and enduring feature of human societies. Over
time, warfare has evolved from rudimentary tactics into increasingly
complex and multidimensional systems. First- through fourth-gener-
ation wars, each characterized by distinct features, have collectively
shaped the evolution of warfare. Since the early 1990s, however, hu-
man beings and social systems have emerged as central elements of
conflict, giving rise to a novel cognitive dimension within the tradition-
al domains of war.
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Cognitive warfare fundamentally constitutes a battlefield of minds,
where the primary goal is to manipulate and transform individuals’ per-
ceptual frameworks, beliefs, values, and decision-making processes. In
this arena, humans function not only as targets but also as instruments
of strategic influence. By leveraging modern media, social engineering,
cyber operations, and advanced technologies, cognitive warfare enables
actors to impose their will on adversaries without direct physical con-
frontation.

Despite the increasing significance of cognitive warfare in military, po-
litical, and societal contexts, the literature remains fragmented, often
addressing narrow aspects of the phenomenon. To date, no compre-
hensive conceptual framework has been established to systematically
define its key characteristics. Accordingly, the present study employs
a meta-synthesis approach to integrate and interpret existing research,
aiming to develop a comprehensive conceptual model that elucidates
the core dimensions of cognitive warfare and provides a clear opera-
tional understanding within the sphere of modern warfare.

Methodology

To provide a holistic interpretation of cognitive warfare’s conceptual
dimensions, this study adopts a meta-synthesis methodology based on
the Mark W. Lipsey and David B. Wilson framework. The research pro-
cess included the following stages:

* Formulation of research questions

» Systematic literature review

* Identification and screening of relevant studies
» Data extraction from selected studies

* Qualitative analysis and synthesis of findings
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+ Assessment of reliability and validity (quality control)

* Presentation of results (utilizing Shannon entropy)

During the systematic review, scholarly articles published between
2017 and 2023 were retrieved from reputable national and international
databases. Of 92 studies, 31 were ultimately selected as the primary
data sources for the meta-synthesis.

Data from these studies were coded and categorized as either domestic
or international. Extracted codes were then integrated using a compar-
ative approach and organized into conceptual categories. In the ana-
lytical phase, Shannon entropy was employed to evaluate the relative
importance of each code and the extent of support it received within the
literature.

The study’s validity was ensured through both quantitative and qual-
itative measures. Quantitatively, the Kappa coefficient was calculated
at 0.684, indicating substantial inter-coder agreement. Qualitatively, an
independent expert conducted a secondary review. Additional criteria,
including procedural transparency and the quality of the selected stud-
ies, were considered to strengthen the trustworthiness of the findings.

Results

The meta-synthesis yielded 12 core categories, 35 secondary codes, and
144 primary codes, forming the basis of the proposed conceptual model
of cognitive warfare. The model addresses twelve defining dimensions:
characteristics, objectives, tools, operational levels, methods and strat-
egies, indicators of implementation, consequences, countermeasures,
target audiences, domains of conflict, related concepts, and national ap-
proaches to cognitive warfare.

Shannon entropy analysis revealed that certain components-such as
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the general public,” “use of social media,” and “societal polarization”—
exhibit the highest significance in the literature. These were identified

as key conceptual elements of cognitive warfare.

Integrating the findings of the 31 studies, the following definition of
cognitive warfare is proposed:

Cognitive warfare is a coordinated set of covert, virtual, fluid, and
software-mediated actions that leverage “information as content” and
“modern media as tools” to intentionally control and modify human
cognitive capacities (mind, emotions, and subconscious). Its objectives
include erasing historical memory, altering behavioral patterns, and ul-
timately imposing will upon the political and social systems of the tar-
get society.

Conclusion

The evolution of warfare demonstrates a persistent inclination toward
imposing will upon adversaries without direct confrontation, a trend
that has shifted from physical domains to informational and cognitive
arenas. Cognitive warfare, as the advanced manifestation of this trend,
utilizes information, modern media, and sophisticated technologies to
deliberately influence perception, decision-making, and behavior with-
in target societies, undermining social capital and public trust.

The conceptual model developed in this study provides a clear and
practical framework for understanding cognitive warfare and lays the
groundwork for further research on related concepts, countermeasures,
and threat assessment. The findings indicate that cognitive warfare has
become a strategic priority for major powers, playing a pivotal role in
shaping political, social, and cultural systems.

Theoretically, this study represents a significant contribution to the
literature by systematically conceptualizing the multidimensional na-
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ture of cognitive warfare within a structured, multi-level model using
a meta-synthesis approach. Effective understanding and counteraction
of this phenomenon require moving beyond a solely security-focused
perspective and recognizing cognitive warfare as inherently interdisci-
plinary, integrating insights from cognitive science, social psychology,
communication studies, technology, and political science.

From a practical perspective, the findings highlight the need to foster
cognitive literacy at societal and governance levels. Key strategies in-
clude developing resilient networks against information manipulation,
strengthening social trust, enhancing critical thinking education, and
establishing ethical frameworks for the application of cognitive tech-
nologies.

Ultimately, the proposed conceptual model provides a validated frame-
work to guide future research and serves as a foundation for national
policy formulation in cognitive security, complementing existing cyber
and psychological security strategies.

Keywords: Modern Warfare; Cognitive Warfare; Information Manipulation;
Meta-Synthesis.
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